
C++ Memory Model

Donõt believe everything you read (from shared memory)
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The Plan

}Why multithreading is hard

}Warm-up example

}Sequential Consistency

}Races and fences

}The happens-before relation

}The DRF guarantee

}C++ memory model and atomics



Multithreading

From classical mechanics to quantum mechanics

http://upload.wikimedia.org/wikipedia/commons/7/7e/Double-slit_experiment_results_Tanamura_2.jpg


Single -Threaded Programs

}Execute one statement after another

}One memory access after another

}A read after a write returns the last-written value

}Execution is deterministic (like classical mechanics)

}Given the same inputs, the program will generate the same 

outputsñevery time!

}Reasoning about programs relatively easy

}Testing and debugging relatively easy

}Execute using a representative subset of possible inputs

}Bugs easily reproducible



Multi -threaded Programs

}Statements executed by threads are interleaved

}Exponential number of possible interleavings

}Memory accesses interleaved

}A read may return a value written by another thread

}Execution nondeterministic (like quantum mechanics)

}Same inputs but different interleavingsmay produce different 

output

}Reasoning about programs (even short ones) difficult

}Testing and debugging extremely difficult



Memory Model

}Makes reasoning about multithreaded programs possible 

(albeit not easy!)

}Tells the compiler what optimizations are not allowed

}Makes reasoning independent of the processor

}Gives multi-processor designers a set of requirements

}Java has one, C/C++ doesnõt

}Current C++

} If multithreaded programs work at all, they are not portable 

between compilers/processors

}Vendor specific implementations (like volatile)



A òSimpleó Example

The Infamous Double-Checked Locking Pattern


